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1 Prevent the unauthorized disclosure of information via
eavesdropping or casual exposure.

Prevent the horized discl e of infor ion to an entity
2 actively searching for it using simple means with low resources,
generic skills, and low motivation.

Prevent the unauthorized disclosure of information to an entity
3 actively searching for it using sophisticated means with moderate
resources, IACS specific skills, and moderate motivation.

Prevent the unauthorized disclosure of information to an entity
4 actively searching for it using sophisticated means with extended
resources, IACS specific skills, and high motivation.
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| ECDSA/HMAC/AES MAC |—> Communication Integrity X X X X
| Secure Boot |—> System Integrity: Boot Firmware, Configuration Data Integrity| X X X X
| AES Encryption |—> Data Confidentiality (at Rest, in Transit) X X X X
| ECDSA Verification |—> User Authentication X X X X
| ECDSA Signature/Verification |—> Device Authentication X X X
| Dedicated ECDSA/SHA/AES Engines |—> Hardware Security for Authentication X X
| x.509 Certificate Verification |—> Certificate-Based Authentication, Standard PKI X X X
| ECDSA Signature |—> Protection of Audit Information X X X
| ECDSA Signature |—> Multifactor User Authentication X X
| External Tamper Input |—> Tamper Resistance and Detection, Notification of Attempts X X
| Security IC Firmware Update + System |—> Secure Updates (Security Module and System) X X X
| ChipDNA-Based Secure Storage |—> Hardware Secure Storage for Private Keys X X
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