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Abstract

This article explores the foundational reasoning and benefits of the IEC 62443
series of standards—a set of protocols designed to ensure cybersecurity resil-
ience and protect critical infrastructures and digital factories. This leading
standard offers an extensive layer of security; however, it raises several chal-
lenges for those seeking certification. We will explain how security ICs provide
essential assistance to organizations striving to reach certification goals for
industrial automated control systems (IACS) components.

Introduction

Despite the potential for increasingly sophisticated cyberattacks, IACS have previously
been slow to adopt security measures. This has been partly due to the lack of common
references for designers and operators of such systems. The |EC 62443 series of stan-
dards offers a way forward towards more secure industrial infrastructures, but firms
must learn how to navigate its complexities and understand these new challenges in
order to make use of it successfully.

Industrial Systems Are at Risk

The digitalization of critical infrastructures such as water distribution, sewage, and
power grids has made uninterrupted access essential for everyday life. However,
cyberattacks are still one of the causes of disruption to these systems and they are
expected to grow.

Industry 4.0 calls for highly connected sensars, actuators, gateways, and aggrega-
tors. This increased connectivity increases the risk of potential cyberattacks, making
security measures more critical than ever. The creation of organizations such as the
U.S. Cybersecurity and Infrastructure Security Agency (CISA) illustrates the importance
and demonstrates a commitment to safequarding critical infrastructures and ensuring
their resilience against cyberattacks.2
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Why IEC 624437

In 2010, the emergence of Stuxnet thrust industrial infrastructures into a state of vul-
nerability.® Stuxnet was the world's first publicized cyberattack indicating that attacks
could successfully target IACSs from afar. Subsequent attacks have solidified the real-
ization that industrial infrastructures can be harmed through remote attacks that can
target a specific type of equipment.

Government agencies, utilities, IACS users, and equipment makers quickly under-
stood that IACS needed to be protected. While governments and users naturally
leaned towards organizational measures and security policies, equipment makers
investigated possible hardware and software countermeasures. However, adoption of
security measures was slow due to:

> the complexity of the infrastructures
» the different interests and concerns of stakeholders
> the variety of implementations and available options

> the lack of measurable objectives

Overall, stakeholders faced uncertainty about the right level of security to target, one
which carefully balanced protection with costs.

The International Society for Automation (ISA) launched working groups to establish
common references under the ISA99 initiative, which finally led to the release of the
IEC 62443 series of standards. This set of standards is currently organized into four
levels and categories, shown in Figure 1. Thanks to its comprehensive scope, the IEC
62443 standard encompasses organizational policies, procedures, risk assessment,
and security of hardware and software components. The complete scope of this stan-
dard makes it uniquely adaptable and reflective of current realities. Additionally, the
ISA has taken a comprehensive approach when addressing the various interests of
all stakeholders involved in an IACS. In general, security concerns are different from
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one stakeholder to another. For example, if we think about IP theft, the IACS operator
will be interested in protecting manufacturing processes while an equipment maker
may be concerned with protecting an artificial intelligence (Al) algorithm from being
reverse engineered.
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Figure 1. The IEC 62443 is a comprehensive security standard.

Also, because IACS are complex by nature, it's essential to consider the entire
security spectrum. Pracedures and policies alone are insufficient if not supported
by secure equipment, while robust components are useless if their secure usage
is not properly defined by procedures.

The chart in Figure 2 shows the adoption rate of the IEC 62443 standards through
ISA certifications. As expected, a standard defined by industry key stakeholders
has accelerated the implementation of security measures.
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Figure 2. The number of ISA certifications over time.*

Getting IEC 62443 Compliance: A Complex
Challenge

The IEC 62443 is an incredibly comprehensive and effective standard for cyber-
security, yet its complexity can be overwhelming. The document itself is nearly
1000 pages in length. Acquiring a clear understanding of cybersecurity protacols
involves a learning curve and reaches beyond absorbing the technical language.
Each section within IEC 62443 must be understood as a part of a larger whole, as
the concepts are interdependent (as shown in Figure 3).

For example, as per |IEC 62443-4-2, a risk assessment targeting the entire IACS
must be conducted and the outcomes will condition the decisions that determine
the target security levels for equipment.®
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Figure 3. A high level view of the certification process.
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Designing IEC 62443 Compliant Equipment

Highest Security Levels Call for Hardware
Implementation

The IEC 62443 defines security levels in straightforward language as shown in
Figure 4.

1 Prevent the unauthorized disclosure of information via
eavesdropping or casual exposure.

Prevent the unauthorized disclosure of information to an entity
2 actively searching for it using simple means with low resources,
generic skills, and low motivation.

Prevent the unauthorized disclosure of information to an entity
3 actively searching for it using sophisticated means with moderate
resources, IACS specific skills, and moderate motivation.

Prevent the unauthorized disclosure of information to an entity
4 actively searching for it using sophisti d means with ded
resources, IACS specific skills, and high motivation.

Figure 4. The IEC 62443 levels of security.
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The IEC 62443-2-1 mandates a security risk assessment. As an outcome of this
process, each component is assigned a target security level (SL-T).

As per Figure 1 and Figure 3, some parts of the standard deal with processes
and procedures while IEC 62443-4-1and |EC 62443-4-2 address the components’
security. Component types as per IEC 62443-4-2 are software applications, host
devices, embedded devices, and network devices. For each component type, IEC
62443-4-2 defines the capability security level (SL-C) based on the component
requirement (CR) and requirement enhancement (RE) they meet. Table 1 summa-
rizes SL-A, SL-C, SL-T, and their relationship.

Table 1. Security Levels Summary

Target Security Level Capability Security Achieved Security
Level Level

Acronym (SL-T) (SL-C) (SL-A)
The security level The security level
equipment should equipment is capable .
Definition  reach according to of according to the Tgeusieﬁtl;]tty ;EK?QQ?
the system-level risk  CRs it supports as per qulp
assessment IEC 62443-4-2
Objective 11 2 Ievel definedby g 0, g1 7 SLA = SLT

risk assessment

Let's take the example of a network-connected programmable logic controller
(PLC). Network security requires that the PLC is authenticated so that it does not
become an entry door for attacks. A well-known technique is public key-based
authentication. With regards to the IEC 62443-4-2:

> Level 1does not consider public key cryptography

> Level 2 requires the commonly adopted processes such as certificates signa-
ture verification

> Levels 3 and 4 call for hardware protection of the private keys used in the
authentication process

Starting at Security Level 2, many security functions are required, including
mechanisms based on cryptography involving secret or private keys. For security
levels 3 and 4, hardware-based protection of security or cryptography functions is
required in many cases. This is where industrial component designers will benefit
from turnkey security ICs, embedding essential mechanisms such as:

» Secure key storage

» Side-channel attacks protection

» Commands taking care of functions such as

Message encryption

Digital signature computation

Digital signature verification
These turnkey security ICs relieve IACS component developers from invest-
ing resources into complex security primitive design. Another benefit of using

security ICs is to inherently take advantage of the natural isolation between gen-
eral-purpose functions and dedicated security functions. The strength of security

functions is more easily evaluated when security is concentrated in an element
rather than spread throughout the system. Also gained from this isolation is the
preservation of the verification of the security function across software and/or
hardware modifications of the component. Upgrades can be performed without
the need to reassess the complete security function.

Furthermore, secure ICs vendors can implement extremely strong protection
techniques that are not accessible at the PCB or system level. This is the case of
hardened EEPROM or Flash memory or physical unclonable function (PUF) that can
achieve the highest level of resistance against the most sophisticated attacks.
Overall, security ICs are a great foundation to build system security.

Securing at the Edge

Industry 4.0 means sensing everywhere, any time, and thus calls for the deploy-
ment of more edge devices. IACS edge devices include sensors, actuators, robot
arms, PLCs with their /0 modules, etc. Each edge device is connected to a highly
networked infrastructure and becomes a potential entry point for hackers. Not
only does the attack surface expand proportionally with the number of devices,
but the diverse composition of devices inherently expands the variety of attack
vectors. “Given existing platforms, there's a lot of viable attack vectors and
increased exposure of both the endpoint and the edge devices; said Yaniv Karta,
CTO of the app security and penetration-testing vendor, SEWORKS. As an example,
in a complex IACS, not all sensors come from the same vendor, nor do they share
the same architecture in terms of microcontrollers, operating systems, or com-
munication stacks. Each architecture potentially carries its own weaknesses. As
a result, the IACS accumulates and is exposed to all their vulnerabilities, as illus-
trated by the MITRE ATT&CK database® or the ICS-CERT advisories.”

Moreover, with the Industrial Internet of Things loT (lloT) trend of embedding more
intelligence at the edge,? devices are being developed to make autonomous sys-
tem decisions. Therefore, it is even more critical to ensure that device hardware
and software can be trusted given these decisions are critical to safety, opera-
tion of the system, and more. Additionally, protecting the R&D IP investments of
device developers from theft—related to Al algorithms, for example—is a common
consideration that can drive the decision to adopt the protection that a turnkey
security IC can support.

Another important point is that insufficient cybersecurity may negatively impact
functional safety. Functional safety and cybersecurity interactions are complex
and discussing them would deserve a separate article, but we can highlight
the following:

» |EC 61508: Functional Safety of Electrical/Electronic/Programmable Electronic
Safety-Related Systems mandates cybersecurity risks analysis based on
[EC 62443.

» While IEC 61508 focuses primarily on hazard and risk analysis, it mandates
subsequent security threat analysis and vulnerability analysis each time a
cybersecurity occurrence is serious.

The IACS edge devices we listed are embedded systems. [EC 62443-4-2 defines
specific requirements for these systems such as malicious code protection
mechanisms, secure firmware updates, physical tamper resistance and detec-
tion, the root of trust provisioning, and integrity of the boot process.
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Meet Your IEC 62443 Objectives with ADI's Secure
Authenticators

Secure authenticators, also referred to as secure elements, from Analog Devices
have been designed to address these requirements with ease of implementation
and cost efficiency in mind. Fixed-function ICs that come with a full software
stack for the host processor are turnkey solutions.

As a result, security implementation is delegated to ADI and components design-
ers can focus on their core business. Secure authenticators are the root of trust
by essence, providing secure and immutable storage of root keys/secrets and
sensitive data representative of the state of the equipment, such as firmware
hashes. They feature a comprehensive set of cryptographic functions includ-
ing authentication, encryption, secure data storage, life cycle management, and
secure boot/update.

ChipDNA™ physically unclonable function (PUF) technology utilizes the natu-
rally occurring random variation in wafer manufacturing processes to generate
cryptographic keys rather than storing them in traditional EEPROM of Flash.
The variations exploited are so small that even the expensive, most sophisti-
cated, invasive techniques used for chip reverse engineering (scanning electron
microscopes, focus ion beams, and microprobing) are inefficient to extract keys.
No technology outside of integrated circuits can reach such a level of resistance.

Secure authenticators also enable certificates and chains of certificate
management.’

In addition, ADI offers a highly secure key and certificate preprogramming ser-
vice in its factories, so that original equipment manufacturers (OEMs) can receive
parts already provisioned that can seamlessly join their public key infrastructure
(PKI) or enable offline PKI. Their robust cryptographic capabilities enable secure
firmware updates and secure boot.

Secure authenticators are the best option to add high grade security to an exist-
ing design. They save the R&D effort of rearchitecting a device for security for a

low BOM cost. For example, they do not require changing the main microcontroller.
As examples, the DS28S60 and MAX(1065 secure authenticators address all levels
of the IEC 62443-4-2 requirements as illustrated in Figure 5.

The DS28S60 and MAX01065 3 mm = 3 mm TDFN packages make them suitable for
the most space-constrained design and their low power consumption perfectly
addresses the most power-constrained edge devices.

Table 2. DS28S60 and MAXQ1065 Key
Parameters Summary

oS

Operating Temperature -40°C to +105°C

SPI

bl neiacs (I°C in development)

Supply Voltage 1.62Vt03.63V
Maximum Active Current 3mA
Typical Idle Current (25°C) 0.4 mA
Power Down Current (25°C) 100 nA

IACS component architectures already featuring a microcontroller with the
security functions to address |EC 62443-4-2 requirements can also benefit from
secure authenticators for keys and certificate distribution purposes. This would
save the OEMs or their contract manufacturers from investing in costly manufac-
turing facilities needed to handle secret IC credentials. This approach would also
protect keys stored in microcontrollers to be extracted through debugging tools
such as JTAG.

Full portfolio and product details can be found at analog.com/en/product-cate-
gory/secure-authenticators.html.

| Secure Authenticator Features | |IEC 62443 High Level Requirements SL1 SL2 SL3 SL4
| ECDSA/HMAC/AES MAC |—> Communication Integrity X X X X
| Secure Boot |—> System Integrity: Boot Firmware, Configuration Data Integrity| X X X X
| AES Encryption |—> Data Confidentiality (at Rest, in Transit) X X X X
| ECDSA Verification |—> User Authentication X X X X
| ECDSA Signature/Verification |—> Device Authentication X X X
| Dedicated ECDSA/SHA/AES Engines |—> Hardware Security for Authentication X X
| x.509 Certificate Verification |—> Certificate-Based Authentication, Standard PKI X X X
| ECDSA Signature |—> Protection of Audit Information X X X
| ECDSA Signature |—> Multifactor User Authentication X X
| External Tamper Input |—> Tamper Resistance and Detection, Notification of Attempts X X
| Security IC Firmware Update + System |—> Secure Updates (Security Module and System) X X X
| ChipDNA-Based Secure Storage |—> Hardware Secure Storage for Private Keys X X

Figure 5. Secure authenticators features mapping to IEC 62443 requirements.
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Conclusion

By putting together and adopting the IEC 62443 standard, IACS stakeholders have
paved the road for dependable and safe infrastructures. Secure authenticators are
the bedrock of the future of IEC 62443 standard-compliant components requiring
robust hardware-based security. 0EMs can design with assurance, knowing that
secure authenticators will help them achieve the certifications they seek.
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