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Abstract
Manufacturers requiring a safety integrity level (SIL) 3 solution face several chal-
lenges when using SIL 2 components. As Revision 3 of the industrial functional 
safety standard IEC 61508 is released, new methods must be employed. This 
article outlines a solution to overcome the challenges of successful SIL 3 imple-
mentation and reduce time to market.

Introduction
There has been a marked uptake in industrial functional safety systems over the last 
number of years, which has been driven by several factors such as:

 X Manufacturers’ desire to use new complex technology to lower costs (for 
example, use of safe torque off instead of adding a second contactor)

 X The use of robots, specifically collaborative robots, which has been shown to 
bring productivity improvements across many factory floors

 X Recognizing that using safety certified equipment improves overall reliability 
 X Acknowledging that the use of diagnostics improves throughput in many fac-

tories and plants
 X The introduction of new safety requirements

An additional driver has been the introduction of stringent requirements for the 
energy, oil, and gas sectors combined with regulatory obligations.

Before getting into too much detail, let’s take a look at some basic definitions to 
help readers of all levels better appreciate this article.

What Is Safety?
Safety is considered to be freedom from unacceptable risk. For example, an 
unprotected rotating machine on a factory floor would be considered unsafe.

What Is a Safety Function?
This defines an operation that must be carried out to achieve or maintain safety. 
The purpose of a safety function is to reduce risk in the system. For example, if 
that same rotating machine had a light curtain installed in front of it, the safety 
function would be to detect the broken light beam when a hand passes through it 
and stop the rotating machine before the hand has time to touch it. 

Typically, a safety function has three subsystems. Figure 1 shows a safety system 
that is used to detect the level of a hazardous liquid and turn off the flow when 
it is full.

 X An input subsystem used to detect a value or state (sensor, like a level sensor)

 X A logic subsystem that decides if the state is hazardous (programmable logic 
controller (PLC))

 X An output subsystem that can take an action to maintain safety (actuator)
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Figure 1. A typical safety function.

What Is Functional Safety?
This deals with confidence that a system will carry out its intended safety 
function when required to do so. It is effectively a measure of how confident  
a functional safety engineer is that the light curtain and stopping safety function 
of the motor will operate when the light beam is broken.

A system is considered functionally safe if the hardware metrics (random errors), 
systematic capability (SC), and common cause failures (CCF) do not lead to 
malfunctioning of the safety system, injury or death in humans, damage to the  
environment, nor loss of production.

Now with some of the basic safety definitions explained, let’s consider some 
functional safety standards that must be adhered to when designing a functional 
safety system and what benefits they bring.
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When following a functional safety development process like IEC 61508 or  
ISO 26262 for example, there are many benefits to manufacturers like:

 X Improved up front requirements clarity
 X Fewer bugs during testing
 X Greater consistency within the software written
 X Fewer defects found during integration
 X More thorough testing
 X Fewer defects in the field
 X Improved differentiation compared to the competition

There are many safety standards (see Figure 2), most of which have been derived 
from the industrial IEC 61508 standard. It is worth noting that 90% to 95% of the 
IEC 61508 requirements are similar across all standards.
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Figure 2. Safety standards.

This article will focus on IEC 61508 for industrial applications and specifically how 
to design a SIL 3 solution with SIL 2 components using identical redundancy.

Redundancy, High Availability, and Hardware  
Fault Tolerance
No matter how reliable a system is, systems will eventually fail! Two common 
failure types are systematic and random. See Figure 3.
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Figure 3. Systematic and random failures.

Redundancy is effectively having a spare or redundant path that is able to carry 
out the intended safety function in case a fault occurs within the safety system. 
It is worth noting that if a system has a level of redundancy, it does not automati-
cally mean it has high availability. It only has high availability if the redundant path 
can be turned on or activated automatically. Another term commonly used within 
the IEC 61508 is called hardware fault tolerance (HFT). An HFT of N means the  
N + 1 is the minimum number of faults that could cause a loss of the safety func-
tion. It is worth pointing out that no account shall be taken of other measures that 
may control the effects of faults such as diagnostics. HFT is effectively a means 
to ensure the hardware is robust against failures while allowing you to trade off 
HFT vs. SFF. See Table 1.

Table 1. Hardware Fault Tolerance

Safe Failure Fraction of an Element
Hardware Fault Tolerance

0 1 2

<60% Not allowed SIL 1 SIL 2

60% to <90% SIL 1 SIL 2 SIL 3

90% to <99% SIL 2 SIL 3 SIL 4

≥99% SIL 3 SIL 4 SIL 4

Safety Integrity Level
SIL describes the integrity of a safety function and the relative level of risk-
reduction provided. IEC 61508 specifies four SILs, SIL 1 having the lowest 
level of safety integrity and SIL 4 the highest level of safety integrity. Table 2  
compares industrial IEC 61508 safety levels (SIL) to the automative (ISO 26262)  
safety levels (ASIL) and the avionics safety levels. Note these are only  
approximate comparisons.

Table 2. Various SIL Levels

IEC 61508 ISO 26262 Avionics

SIL 1 ASIL A D

SIL 2 ASIL B C

SIL 3 ASIL C/D B

SIL 4 A

As the SIL level increases in number (from SIL 1 to SIL 4), the allowed failures 
in time (FIT) decreases. One FIT equates to one failure per billion (1e9) hours of 
operation. 1e9 hours ~ 100,000 years! It is worth pointing out that no device will 
last one billion hours of operation, but if you operate 100,000 devices for one year 
you can expect one random hardware failure in that time. Safe failure fraction 
(SFF) is a calculation of the total safe plus dangerous detected faults compared to 
the total faults in a safety function.

(1)Safe Failure Fraction (SFF) =
DD(λ S+ λ ) × 100

DD(λ DU+ λ )S+ λ

►   λ     = Dangerous Detected Faults
►   λ     = Dangerous Undetected Faults
►   λ  = Safe Faults

DD

DU

S

Table 3 shows the link between safe failure fraction (SFF) and SIL for a hardware 
fault tolerance of zero (HFT = 0).
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Table 3. SIL and SFF

SIL SFF
High Demand Rate 
Dangerous Failures 

Per Hour
Theoretically Allowed Dangerous Failures

1 60% 1e–5 

(10,000 FIT) 1 dangerous failure every 10 years

2 90% 1e–6 

(1,000 FIT) 1 dangerous failure every 100 years

3 99% 1e–7 

(100 FIT) 1 dangerous failure every 1,000 years

Problem/Existing Solution
The problem for many designers employing functional safety, specifically those 
designing with ICs, is that it can be difficult and expensive to achieve certification 
along with the very real risk of noncompliance. A system-level FMEDA must be cre-
ated, and they must treat ASICs as black boxes as they don’t know the:

 X Transistor count
 X Internal failure mechanisms
 X Layout block sizes
 X Reliability for an IC

As a result, designers must be overly conservative in their FIT calculations and 
overly safe in other parts of their safety system in order to achieve their overall 
SIL target. This generally means the use of external diagnostics like an external 
ADC. The problems with this are:

 X More expensive (BOM)

 X Larger footprint
 X More complexity
 X Additional overhead in system software
 X Longer development time

To compound these problems, there is a new version of IEC 61508 standard com-
ing out (Revision 3).

IEC 61508 Revision 3
Currently planned changes in IEC 61508 Revision 3 include explicit warnings 
about the use of on-chip diagnostics to detect failures on the same chip unless 

the IC was developed in compliance to IEC 61508. It is also planned to include 
requirements similar to automotive ISO 26262 latent fault metric. In addition to 
a kind of SFF for diagnostic functions, the diagnostic circuiting will also have an  
SC requirement.

ADFS5758: World’s First Certified Data 
Converter
The ADFS5758 is a single-channel, 16-bit current out DAC with integrated dynamic 
power control (DPC), and internal reference along with numerous on-chip diag-
nostics. Figure 4 shows the block diagram.

Diagnostics/Safety Measures on the ADFS5758
 X Main on-chip diagnostic is an ADC; as stated previously, IEC 61508 Revision 3 

plans to clarify that the use of on-chip diagnostics to detect on-chip failures is 
not generally allowed unless the IC was developed in compliance to IEC 61508

 X Checks for valid read/write address
 X ECC correction
 X Watchdog timer
 X The ability to lock configuration registers
 X Internal bias voltage monitors
 X Temperature monitor

Designed to meet the requirements of:
 X Industrial factory automation
 X Process control applications
 X High density small form factor PLC analog I/O cards

Safety Function:
Takes a digital input code and produces an output current to within ±2.5%  
full-scale range (FSR).

Developed to IEC 61508:
 X SIL 2 in terms of hardware metrics 
 X SIL 3 in terms of systematic requirements

See Figure 5 for a copy of the TUV Rheinland functional safety certificate for  
the ADFS5758.

https://www.analog.com
https://www.analog.com/en/products/adfs5758.html
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Figure 5. ADFS5758 functional safety certificate.

Figure 6 shows the ADFS5758 being used in a typical safety application.
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Figure 6. Typical application using the ADFS5758.

For a system to meet SIL requirements, then both the hardware metrics (also 
known as architectural constraints) and the SC must meet the SIL target.

Architectural Constraints
Placing two SIL 2 elements (identical or diverse) in parallel allows a customer to 
achieve a higher SIL 3 level from a hardware metrics perspective. See Figure 7.
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Figure 4. ADFS5758 block diagram.
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Figure 7. Using two SIL 2 elements to achieve a SIL 3 solution for hardware metrics.

Systematic Capability
Redundancy can be achieved by using either diverse (different) elements or iden-
tical elements.

Identical Elements
Using identical elements with the same SC does not improve the overall SC as they 
are both prone to the same CCF-like temperature spikes or voltage drops and the 
same fault could bring down both elements. See Figure 8. 
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Figure 8. Using identical elements does not increase SC.

Diverse Elements
Using diverse elements in a redundant configuration increases the overall system 
capability. See Figure 9.
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Figure 9. Using diverse elements increases SC.

The reason for this is that since the two elements are diverse or different, the 
same fault is unlikely to take both elements down at the same time. 

The problem with this method is that it can be costly to use diverse elements in a 
safety system as the workload to design in and test increases significantly. 

Ideally what is required here is a way to use two identical elements to meet both 
the SC and random or hardware metrics for the functional safety requirements.

Importance of Developing SC One Level Higher than SIL: 
Identical Redundancy 
If an element could be employed in the system that was developed to a sys-
tem capability one level higher than the SIL of the element, then two identical  
elements can be used in a safety system to provide redundancy along with 
increasing the overall system capability. See Figure 10 for an example.
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Figure 10. Example using identical redundancy to achieve SIL 3.

Since the ADFS5758 was developed to an SC one level higher than the hardware 
metrics, it can be used to design a SIL3 analog output module even though it is 
only certified to SIL 2 for hardware metrics or random faults.

Conclusion
When using the certified ADFS5758 within a safety system, there are  
numerous advantages:

 X Less risk: What will TÜV say
 X Can use on-chip diagnostics (ADC and distributed diagnostics)

 X Smaller solution size/more channels in a given space (due to using  
integrated ADC)

 X Minimizing external component count (higher reliability)

 X Targeted diagnostics (lower detection time and higher coverage)

 X Key numbers available for the system-level engineer (FMEDA)

 X Less overhead on system software (fewer diagnostics in software)

 X Reliability analysis for an assumed environment is available
 X Shorter development times for customers
 X Relevant documentation available (safety manual and TÜV assessment report)

 X IEC 61508 Revision 3 future proof

Along with the above advantages, the ADFS5758 allows for the use of SIL 2 
components to design a SIL 3 solution using identical redundancy.

If you wish to explore functional safety and the ADFS5758 further:

 X Please visit the ADFS5758 product webpage to learn more.
 X Order the ADFS5758 evaluation kit to gain familiarity with the part.
 X View the Analog Devices Industrial Functional Safety webpage.
 X Read the Analog Devices Safety Matters Blog.

About the Author
Brian Condell is a product applications engineer working on IO-Link® within 
Industrial Connectivity and Control at Analog Devices based in Limerick, 
Ireland. Brian started working in ADI in 1997. He graduated from the 
University of Limerick in 2003 with an honors degree in electrical engi-
neering. He has over 25 years of experience across the semiconductor 
industry within various roles from FAB maintenance to IC layout, analog 
design, functional safety, and more recently, applications. He is a certi-
fied functional safety engineer (by TUV Rheinland) for HW/SW Design for  
IEC 61508.

Engage with the ADI technology experts in our online support community.  
Ask your tough design questions, browse FAQs, or join a conversation. 

 Visit ez.analog.com

https://www.analog.com/contact
https://ez.analog.com
https://www.analog.com
https://www.analog.com/en/products/adfs5758.html
https://www.analog.com/en/products/adfs5758.html#product-evaluationkit
https://www.analog.com/en/applications/markets/industrial-automation-technology-pavilion-home/functional-safety.html
https://ez.analog.com/search?q=safety&serpsort=date%20desc&serp=1#serptag=safetymattersblogs
https://ez.analog.com

	Button 42: 
	Page 1: 

	Button 41: 
	Page 1: 

	Button 40: 
	Page 1: 

	Button 39: 
	Page 1: 

	Button 38: 
	Page 1: 

	Button 37: 
	Page 1: 



