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SHA NHKIDERRESH K2

/* The input data to be used for calculating the master authentication and signing
* secrets. The calculation involves splitting the secret into blocks of 47 bytes
* (32 bytes to the data page, 15 bytes to the scratchpad) and then performing the
* SHA command Compute First Secret, followed by Compute Next Secret for each 47
* byte block after the first. */

byte[] inputAuthSecret, inputSignSecret; // . . . initialize from user input

/* The page to use for the signing secret must be page 8, because secret 0 is the
* only secret that can be used for the SHA command Sign Data Page. For a list of
* SHA commands, and what pages they can be used on, see the DS1963S datasheet. */

int signPageNumber = 8;

/* The authentication secret can be on any page as long as it doesn’t collide with
* the file holding coprocessor configuration information and not secret 0 */
int authPageNumber = 7;

/* The workspace page is the page the coprocessor will use for recreating a user’s
* unique authentication secret and its authentication response. */

int wspcPageNumber = 9;

/* The binding information is used to create the “unique” secret for each button.

bindData is written to the data page of the user token, and bindCode is written
to the scratchpad. The result of a Compute Next Secret using the system
authentication secret, the account page number, the ROM ID of the user token, the

bind data, and the bind code becomes the user’s unique authentication secret.
This is used to initialize a user token and the coprocessor must use the same
data to recreate the user token’s unique secret. */

byte[] bindData = new byte[32], bindCode = new byte[7]; // . . . user input

b D R S

/* Initial signature to use when signing the certificate */
byte[] initSignature = new byte[20]; // . . . user input

/* Three byte challenge used when signing the certificate */
byte[] signingChlg = new byte[3]; // . . . one time random calculation or user input

/* Name of the account file (and file extension) to create on user tokens */
byte[] acctFilename = (“DLSM”) .getBytes() ;
int acctFileExt = 102; // extension for “money” files

—MNARGIA — L H B IEAR IS A E RS BC & SR i, 3R AR 1 ik 44 F R S WA
T, AREATN TR/ REIAE T N R R AN E A EL K . T LA B SHAiButtonCopr #4318 23 % P Ab 2
AT R, XS AR TR 2T E AN HSIER, HZ20 Java 1-Wire API
It) JavaDocs.
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{f F| SHAiButtonCopr ¥Ji5iL AL RS K 3

// . . . Find the DS1963S iButton on the 1-Wire Network
OneWireContainerl8 coprDevice = // see ‘overview’ in the JavaDocs for finding devices
/* Create the new instance of SHAiButtonCopr, ready to perform transactions! */
SHAiButtonCopr copr
= new SHAiButtonCopr (coprDevice, “COPR.0”, true, signPageNumber, authPageNumber,
wspcPageNumber, 1, 1, acctFileExt, acctFilename, “Maxim”, bindData, bindCode,
“”, initSignature, signingChlg, inputSignSecret, inputAuthSecret);

H ] OneWireContainer18 Rt BB W W4t 75 8% . TLT M com.dalsemi.onewire.application.sha i
TIHACHE B T A OneWireContainer18 B % 4H e B2 P IR . /7 E0F B I A& X B A A
Kl 3 H1 SHAButtonCopr #4185 (1 S b ATt B2 ) LFAH [

DAL AR ) A A AT AR1E K 4

/* install the signing secret */
coprDevice.installMasterSecret (signPageNumber, inputSignSecret, signPageNumberé&?7) ;

/* install the authentication secret */
coprDevice.installMasterSecret (authPageNumber, inputAuthSecret, authPageNumbers&?) ;

/* create the configuration file */
OWFileOutputStream fos = new OWFileOutputStream(shaDevice, “COPR.0”) ;
/* Write all the service parameters to the output stream (see AN157 for format) */
fos.write (acctFilename,0,4) ;

fos.write (acctFile) ;

fos.write (signPageNumber) ;

fos.write (authPageNumber) ;

fos.write (wspcPageNumber) ;

fos.write(0); //version number

fos.write (0x01); //month

fos.write (0x01); //day

fos.write (0x07); //year MSB

fos.write(0xD1l); //year LSB -> 1/1/2001

fos.write (bindData) ;

fos.write (bindCode) ;

fos.write (signingChlg) ;
fos.write(1_providerName.length) ;
fos.write(1_initSignature.length) ;

fos.write (1_auxData.length) ;
fos.write ("Maxim” .getBytes()); //Provider name
fos.write(initSignature) ;

fos.write(“” .getBytes()); //auxilliary info
fos.write(l_encCode); //encryption code

fos.write(0); //DS1961S Compatibility flag (see AN157)
fos.close() ;

/* Create the new instance of SHAiButtonCopr, ready to perform transactions! */
SHAiButtonCopr copr = new SHAiButtonCopr (coprDevice, “COPR.0”) ;

S SHA P Ak PR 2% 2 B T % 5IDS1961S/DS2432 iButton, B8 F 17242 53 I8 A7 2R M PR, 338
AR % ) 25 ] LLIE N DS 1961 SE /MM B A7 28 o IX HRAL T — A1l 38 YA BCEFHIK s 5. BE S T
ALBRES SO ) “DS1961S EZPEbRIc” N H E A AEEAE .

BIGIEHES K5

inputAuthSecret = SHAiButtonCopr.reformatForl961S (inputAuthSecret) ;

4 0f23




AN156
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i F SHAiButtonUser FI#RLA - 208 K 6

/* For DS1963S user tokens */
OneWireContainerl8 owcl8 = // see overview in JavaDocs for finding devices.
SHAiButtonUserl8 userl8 = new SHAiButtonUserl8 (copr, owcl8, true, inputAuthSecret);

B 7 BT R B DR A e B P AR, DA T S B T 2 5 LA AR 4 R
ME—3
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P SBTRAEFAR RS RS K7

/* Create the empty file on the user token */
OWFile owf = new OWFile (owcl8, “DLSM.102") ;
owf.format () ;

owf .createNewFile () ;

/* Get the page number the account file will be stored on */
int acctPage = owf.getPageList() [0];
owf.close() ;

/* Install the master authentication secret, same as on the coprocessor */
owcl8.installMasterSecret (acctPage, inputAuthSecret, acctPage&?) ;

/* Create full binding code for DS1963S, for format see AN157 */
byte[] fullBindCode = new byte[l5];

copr.getBindCode (fullBindCode, O) ;

System.arraycopy (fullBindCode, 4, fullBindCode, 12, 3);
fullBindCode[4] = (byte) this.accountPageNumber;

System.arraycopy (owcl8.getAddress (), 0, fullBindCode, 5, 7);

/* bind the master secret to this token to create its unique secret */
owcl8.bindSecretToiButton (acctPage, copr.getBindData (), fullBindCode, acctPage&?) ;

WML 7 A R e i — 0 2 4B IK HAE B 5 A S BE 1. ZIEPE — A PR T B HE4
FIET. 3 H DS1961S/DS2432 B AL TG A HIAET, A A I i) 75 B0 5 #E  % 8 .

1 i} SHADebit L LU K 8

/* create the signed data file, sign it, and write it to the user token */
SHADebit debit = new SHADebit (copr, 1000/*initial amount*/, 50/*debit amount*/);
Debit.setupTransactionData (userl8); // can be userl8 or user33

TS BT, RN aRIEB R E L LELT, WA MAC ik
B 20 DNt REHIRAAA R RAE R R e Bl . B 9 Bl 7 AN S ANTST i e i) 40
BEER

ByHiEHE K9

/* eCertificate, see format in AN151 */
byte[] acctData = new byte[32];

acctbhData[0]
acctData[l]

29; // file length
0x01; // data type code or algorithm (0x0l1 dynamic eCash)

copr.getInitialSignature (acctData, 2); // Initial Signature

acctData[22] = 0x8B; acctData[23] = 0x48; // Conversion factor (IS04217)
acctData[24] = OxE8; acctData[25] = 0x03; acctData[26] = 0; // Account Balance ($10)
acctData[27] = 0; acctData[28] = 0; // TransactionID

acctData[29] = 0x00; // file continuation pointer

acctData[30] = 0x00; accountData[31] = 0x00; // ~CRCl6

SRR P H s TR 2R 4, 1T P AR B N H BT 24 . 6T DS1963S H ARk
Ui, EREUEBE NS AT, AL B S IR B . R A R () 54 el A 1
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B, PSS (K S e 1.

WAL PR A Sign Data iy 4 1] U= AEUE P24 . S HA DN &, 1S B4 5
o TEMRGHLR, XA 0TSEPr ERUE K SS S E 9 Frkgi& IREE), B S 2R A9 2
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—ANSHOEBR S IRECH AR . B AR S ARG TR v, % 0T ORAE A K 55 S A
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M DS1963S +REEXREHEE K 10

/* if using a DS1963S, need to get the value of the write-cycle counter. Doing a
* read authenticated page on the device will accomplish this. */
owcl8.readAuthenticatedPage (acctPage, rawData, O0) ;

/* get the value of the write cycle counter for DS1963S user token only */
int wecec = (rawData[35] &0x0ff) ;

wce = (wee << 8) | (rawData[34]&0x0ff) ;
wce = (wee << 8) | (rawData[33]&0x0ff) ;
wce = (wee << 8) | (rawData[32]&0x0ff) ;

wee += 1; // and increment it since we are going to write to the device

NEABIE R E B ST 11

byte[] signScratchpad = new byte[32];

/* assign the wcc to the coprocessor’s “signing” scratchpad */

signScratchpad[8] = (wcc&0xO0ff) ;

signScratchpad[9] = ((wcc>>=8) &0x0£ff) ;
signScratchpad[10] = ((wcc>>=8) &0x0£ff) ;
signScratchpad[1l1l] = ((wcc>>=8) &0x0£ff) ;

/* get the page number of the account file */
signScratchpad[12] = (byte)acctPage;

/* get the ROM ID of the user token */
System.arraycopy (owcl8.getAddress () ,0,signScratchpad, 13, 7);

/* get the signing challenge */
System.arraycopy (signingChlg, 0, signScratchpad, 20, 3);

%48 HE SHAiButtonCopr HJk% 751 Kl 12

/* sign the data with the coprocessor and return the MAC right in the data */
copr.createDataSianature (acctData, siagnScratchpad, acctData, 2):

B 12 FR A R IR 552 T 0T AL O b B A s AR Se s 4 5l o 181 13 Uil 1 i m B
EApuN
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/* write the account data to the signing page of the coprocessor */
coprDevice.writeDataPage (signPageNumber, acctData) ;

/* write the signScratchpad to the scratchpad of the coprocessor */
coprDevice.writeScratchpad (signPageNumber, 0, acctData, 0, 32);

/* sign the data and read the signature*/
coprDevice.SHAFunction (coprDevice.SIGN DATA PAGE, signPageNumber << 5);
coprDevice.readScratchpad (signScratchpad, 0) ;

/* place the resulting signature in the certificate */
System.arraycopy (signScratchpad, 8, acctData, 2, 20);

BRI H SO BEA R B 2 A K H SO, AR SCFRI R R L USSR S R i A1
1] CRC16 50t R T1E 1-Wire UG58 _E I RO R4 ) 1A 0] 22 2% AN114.

A 1-Wire U7 Nk ) i1 CRC16 K58 K| 14

/* calculate the inverted CRC16 */
int crc = ~CRC1l6.compute (acctData, 0, acctData[0]+1, acctPage);

/* now the file is ready to be written */
acctbData[30] (byte) crc;
acctData[31] (byte) (crec>>8) ;

K H S5 2] DS1963S 1 & RIS DURAR 3 5 1ol R AR 2R 00— AR S — T8
i, ERACHE LR AEIK H S S 2 P b BLEs h 34T 244 1A

2.3 BRIP4

BOAE ;A RS e B — AR SO N 2 T . 15, AR PMEERZE R =4 3 AN AT BENLEL
RIS o ARG IXANE RSN P A R E A7 25N, & H Read Authenticated Page (1324571 70) 7y
(S W DS1963S HHE TR . R IR [FIAFl LA BN 2%, Bl 5 A2 001 5 AU Bes A e %
AL E NS IRBO T I{E . DS1963S 7 A A as K 5 20 M1 SHA 45258, Hop
AFG: HPME— IS IR v . H T AR TS R . RS P AE EE A —
MK P AR OX AN SHA 855, DA R 7 A e KRG A 308 R

F|Fl SHADebit BAFFH 4 K15

/* Verify user tokens authentication response, same for signed and unsigned */
SHADebit debit = new SHADebit (copr, 65536, 2);
debit.verifyUser (userl8) ;

BOAEFH 7 B R AT 25 40 R E A 44 INAS Sy R it —FE . WA E, BT BAAIH] SHAiButtonCopr
&M SHAiButtonUser 8407 it —Lefij DR . 1] 16 AR R IR AEAC 5 AT H P G 1) Bk A
S TVECERAEZE ) .
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#]F SHAiButtonCopr #1 SHAiButtonUser #4171 IF X 16

/* Use coprocessor to generate a random challenge */
copr.generateChallenge (0, challenge, 0);

/* issue challenge to user getting back the account data, response MAC, and the
* value of the write-cycle counter */
int wcc = userl8.readAccountData(challenge, 0, rawData, 0, responseMAC, 0);

scratchpad[8] = (wcc&O0xO0ff) ;

scratchpad[9] = ((wcc>>=8)&0x0£f) ;
scratchpad[10] = ((wcc>>=8) &0x0£f) ;
scratchpad[1ll] = ((wcc>>=8)&0x0£ff) ;

/* get user’s full binding code */
fullBindCode = userl8.getFullBindCode () ;

/* create the coprocessor’s “signing” scratchpad */
System.arraycopy (fullBindCode, 4, scratchpad, 12, 8);
System.arraycopy (challenge, 0, scratchpad, 20, 3);

if (copr.verifyAuthentication (fullBindCode, rawData, scratchpad, responseMAC,
userl8.getAuthorizationCommand()))
System.out.println (“User Token Authentication Successful!”);

17 53R e 1 H OneWireContainer18 /=L ML  [R]I, X0 A T oh Hg A F 2111
AT T U

A BB A5 = A REN LG 1 17

byte[] rawData = new byte[42];
byte[] scratchpad = new byte[32];
byte[] responseMAC = new byte[20];
byte[] challenge = new byte[3];

/* Use the coprocessor to generate the challenge, page number is irrelevant but a
* highly used page will generate a more random (less repeating) number */

coprDevice.eraseScratchPad (authPageNumber) ;

coprDevice.SHAFunction (ibcL.COMPUTE CHALLENGE, authPageNumber << 5);

coprDevice.readScratchPad (scratchpad, 0);

/* copy the challenge bytes into challenge buffer */
System.arraycopy (scratchpad, 20, challenge, 0, 3);

PAT T 17 P b IR G, eSO AF e rh a8 TPl el s 1 20 T ISHATH S R, KT
8 JTh. AER=AF WAl Bt iy, WeR Ok B AR A &5 R S22 4. Dh AL g1
LR G154 20 2] 22 R ICH TORAE U7, B9 H T Read Authenticated Page (BE%IE
Yo M IX = AMRERR B 719 5L T A i AT 50 5 1] S P b PR 25
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/* Write the challenge to the scratchpad of the user token */
owcl8.writeScratchpad (acctPage, 0, scratchpad, 0, 32);

/* reads 42 bytes 32 bytes of page data

2 + 4 bytes page counter
w + 4 bytes secret counter
* + 2 bytes CRC */

owcl8.readAuthenticatedPage (acctPage, rawData, O0);

/* get the value of the write cycle counter*/
int wecc = (rawData[35]&0x0ff) ;

wce = (wee << 8) | (rawData[34]&0x0ff) ;

wce (wecc << 8) | (rawData[33]&0x0ff) ;

wece = (wee << 8) | (rawData[32]&0x0ff) ;

/* Read Scratchpad for resulting SHA computation and copy it into a buffer*/
owcl8.readScratchpad (scratchpad, 0);
System.arraycopy (scratchpad, 8, responseMAC, 0, 20);

M 3 IR MAC (T S EAND) J5,  PRACBEES st 200 B TIAIE. ) TRAEm N, fEPRE
AR AR S P b A B R ME— 5 8, B an ik H Bl 25 TAR X s %54

Kb & 19

/* Bind DS1963S user token’s unique secret to coprocessor */
byte[] fullBindCode = new byte[1l5];

/* Get the 7-byte binding code
copr.getBindCode (fullBindCode, 0) ;
System.arrayCopy (fullBindCode, 4, fullBindCode, 12, 3);

/* get the page number of the account file and 7 bytes of the ROM ID */
fullBindCode[4] = (byte)acctPage;
System.arraycopy (owcl8.getAddress (), 0, fullBindCode, 5, 7);

/* recreate user token’s unique secret in wspc */
coprDevice.bindSecretToiButton (authPageNumber,
bindData, fullBindCode, wspcPageNumber) ;

/* the scratchpad of the coprocessor also needs the user’s ROM ID and page number, */
* In addition to the challenge bytes used and the write-cycle counter. */

System.arraycopy (fullBindCode, 4, scratchpad, 12, 8);

System.arraycopy (challenge, 0, scratchpad, 20, 3);

scratchpad[8] = (wcc&0xO0ff) ;

scratchpad[9] = ((wcc>>=8)&0x0£ff) ;
scratchpad[10] = ((wcc>>=8) &0x0£f) ;
scratchpad[1ll] = ((wcc>>=8) &0x0ff) ;

/* write to the coprocessor and validate */

coprDevice.writeDataPage (wspcPageNumber, rawData) ;

coprDevice.writeScratchpad (wspcPageNumber, 0, scratchpad, 0, 32);
coprDevice.SHAFunction (OneWireContainer18.VALIDATE DATA PAGE, wspcPageNumber) ;

/* match the signature generated by the coprocessor with the user token’s MAC */
if ( coprDevice.matchScratchpad (responseMAC, 0) )
System.out.println ("'DS1963S Authentication Successful!”);

10 of 23



AN156

2.4 BAFAH IR

S ILF A BRGAEIE 15 B SRARALR BT B W1 da k. IX— 2D R B A 44 1 5 AR AL, (R P A
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i, X U S K H RE, DR e R G 2w SR (RIS BB LT 103 T8
T

FF SHADebit iFAs 5 $iE 20

/* Verify user tokens data, including verifying the data signature */
SHADebit debit = new SHADebit (copr, 1000, 50);
debit.verifyTransactionData (userl8) ;

N THEA Gy Bl 254, BT B4 e Uh b PRAS RIS AIE . 2235 AR S0 AIE N 1% 15 SE %k
M H R BUE SRR K0T DLE A AN 0o BRI K FAE S 25 4% BEAT I0IE,  DASE PRI 1)

KAEKHRBUER & 21

byte[] acctData = // . . . already known from verifying the user
int wee = // . . . already known from verifying the user

/* verify the user’s account balance is ‘legal’ */
int balance = (acctData[26] &0x0ff) ;

balance = (balance << 8) | (acctData [25]&0x0ff) ;
balance (balance << 8) | (acctData [24]&0x0ff) ;

/* MAX BALANCE, MIN BALANCE, and DEBIT AMOUNT are constant integers */
if ( balance>MAX BALANCE )

System.out.println (“"Too Much Money!”) ;
else if( (balance-DEBIT AMOUNT)<MIN BALANCE )

System.out.println (“Not enough money to perform transaction!”);

RS A ERAI A AR AL, CRC16 RKAMHHEFERCE N 0 HISF), B ANGMX L
JRBgGEER, JHUZURGMIVIAEA . OB A AN S I B0X 30y, i 2 { & 44 S8
IS O B K REAT A, BTEL, A2 AR BR 25 40 (X B 1) 8L, BB B IR
3, Al R WA 22,

R, SEAMEH R A EE S ) Match Scratchpad #7421 A& R 8 AE A HE 25 44 FF DU RC &5 44 7
o BUNIXAN A K M P EEEAE L 20 NFEATH MAC (58, A E NP EEES152H 32 N
IR A A5 B, BT AR 7 yERH e — i M — MRl nf B NI, BT A 2
B/ 5 AR o4 X R 7 K BEAT I . S 4h, MBI PRIERT) MAC ANEPRAERE S AL 1%
K, PRUETCRA H A A L3RI IEM T MAC. L IX ey n] DU FH 1) 22 4 e ) BG4
B, WEL R AT URH RS “EIL LS i i, W R G AE R T e P EA T
WHEAE, B BERER 3 AT BN O, XA ] RER B I IE A A
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/* save the data signature */
byte[] dataSignature = new byte[20];
System.arraycopy (acctData, 2, dataSignature, 0, 20);

/* clear out the old signature and CRC 16 */
copr.getInitialSignature (acctData, 2);
acctbData[30] = 0x00;

acctbData[31] = 0x00;

/* assign the wcc to coprocessor’s “signing” scratchpad (DS1961S wcc=0xFFFFFFFF) */

scratchpad[8] = (wcc&0xO0ff) ;

scratchpad[9] = ((wcc>>=8)&0x0£ff) ;
scratchpad[10] = ((wcc>>=8) &0x0£f) ;
scratchpad[11l] = ((wcc>>=8) &0x0ff) ;

/* setup the rest of the “signing” scratchpad */
scratchpad[12] = (byte)user.getAccountPageNumber () ;
user.getAddress (scratchpad, 13, 7);
copr.getSigningChallenge (scratchpad, 20);

/* write the user’s account page to the coprocessor */
coprDevice.writeDataPage (signPageNumber, rawData) ;

/* write the signing scratchpad */
coprDevice.writeScratchpad (signPageNumber, 0, scratchpad, 0, 32);

/* create the signature */
coprDevice.SHAFunction (OneWireContainer18.SIGN DATA PAGE, signPageNumber) ;

/* match the signature generated by the coprocessor with the user token’s MAC */
if ( coprDevice.matchScratchpad(dataSignature, 0) )
System.out.println(“Certificate verification Successful!”);

2.5 EHHES

WA TR 3250 s R s A DA EE3EAT F P e 0 S8 B ol an,  n A7 AEUE 5 A i B 1 5 1
”%U%, A L EBAT RO . BUEH S A BB LR UE % A AN & S — AN EIAS, 1 56k e 1 )
Re PRIE B WA B . 1B BRIk H RBE -+, AEHSASRERRE, SHiEBREE. E
?‘ﬂﬁuu%\ TEB% CRC16 250 i A H 2 F P i 2 A 21 o XSSP BRI 44k (BR 1 S8 08 LA AR A
2.1 W IAGEAHIA . SHATransaction ZRFRAE | — i 5O (an SR L2 75 FUH 28 A8 Z Bl 0 7 vk

R MEF A ES K23

/* Update user token, with a signed certificate */
SHADebit debit = new SHADebit (copr, 1000, 50);
debit.executeTransaction (userl8) ;
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3.0 B 1-Wire A HERFEK SHA W
SHA R I Hf e 75 2246 1-Wire AR SN TIFZ BB, B 24 5 H T IS5 kb,

SHA API %t K 24
ReadScratchpadSHA1S —12 DS1963S HI# {7 4%, FHHEHAT CRC16 4.
WriteScratchpadSHA18 —'5 DS1963S [ f7-4%, FHEAT CRC16 K% .
CopyScratchpadSHA18— 5 1l DS1963S [ {745, AT
MatchScratchpadSHA 18— VUL A7 2 A5 5 1) MAC BTN 2
EraseScratchpadSHA18— 5% DS1963S [ 174 o

ReadAuthPageSHA18— 44T DS1963S L[] Read Authenticated Page i % o
ReadMemoryPageSHA18— )\ DS1963S 32— UL A7 fifi %

WriteDataPageSHA18— In) DS1963S 5 — Gi{7Aifi 4 -

SHAFunctionl8—1t DS1963S FHAT 45 7E 1) SHA iR % (R Sign Data Page. Auth. Host).
InstallSystemSecret]18— 8 F %5433 DS1963S I,

BindSecretToiButton18— G AT 3 % BRI & H4fs (P ME— 1) DS1963S % 4H .
CopySecretSHAIS8— ¥4 8 717 ] SHA 45 5 il 21 % PHAF A 2% o

SHAIB.C (/X))

SelectSHA —1F. 1-Wire P _E V5] SHA &, Jf sl gz qT .
FindNewSHA—1-Wire 4 L3S IEr a1, AEIAAAT B2 1 T SHA &34F.
FindUserSHA— % th BT & 45 € H 7 K55 SCA ) SHA 8347
FindCoprSHA— ¥ BT & 35 € Uh AL PEESR SCA) SHA 241
GetCoprFromRawData— MR GH 711« 0] B Je MU 280k 55 2 B 30000
CreatChallenge— F|H Generate Challenge SHA iy 2 7= AE—ANBEH LT
AnswerChallenge —fE3Ul MRS 5 N 7 A R A7 45, FFEEUK 5545 B o
VerifyAuthResponse —5 i1k FH )~ 4 B %5 72 M 1Y

CreateDataSignature— F)H] Sign Data Page SHA iy 27~ 4 — M #2544 .
SHADEBIT.C (#£#i/5)

InstaliServiceData— %A 7 2 WA O 22 35— AN B R 15
UpdateServiceDate—{EUE5{5 B EAE 44 TR LS NS 7 2 hi

Verify User — i [n] 43 FEATL ST A1) FH P 4 R 504k e i [

VerifyData— 5 uFiE 2544 o

ExecuteTransaction— 5 H 7 I H RET  IFE0AH P A2 T 55

ECAF SHAIB.H A =ANE51, 43w X T UMEe#es . HPRRE . B 25 i T UE 15450,
struct DebitFile [ 25

typedef struct { // See AN151 for certificate details
uchar fileLength; // length of this file
uchar dataTypeCode; // data type code - 0x01 for dynamic, 0x02 for static
uchar signature[20]; // 20-byte data signature for this certificate
uchar convFactor[2]; // country code and multiplier
uchar balanceBytes[3]; // account balance
uchar transID[2]; // transaction ID
uchar contPtr; // file continuation pointer
uchar crclé6[2]; // crclée of file
} DebitFile;
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FPRA. Bldn, M verifyUser PREUHS accountFile 3k #4E 8, FATLA verifyData A X —f5 &, W
DAAS H B e g At ol LB IR UE H 45 44

struct SHAUser 26

typedef struct ({
// portnum and address of the device
int portnum;
uchar devAN[8];

uchar accountPageNumber; // page the user's account file is stored on
long writeCycleCounter; // Write cycle counter for account page
uchar responseMAC[20]; // MAC from Read Authenticated Page command

union {
uchar raw[32]; // used for direct writes to button only
DebitFile file; // use this for accessing individual fields
} accountFile;
} SHAUser;

SHACopr &5t IR IRAF T N R G SH . IR SR RO VAL B 28 VA5 1) — AN S E

struct SHACopr ] 27

typedef struct ({
// portnum and address of the device
int portnum;
uchar devAN[8];

uchar serviceFilename[5]; // name of the account file stored on the user token
uchar signPageNumber; // memory page used for signing data (0 or 8)
uchar authPageNumber; // memory page used for storing master authentication secret
uchar wspcPageNumber; // memory page used for storing user's unique secret
uchar versionNumber; // version number of the transaction system
uchar bindCode[7]; // Scratchpad binding data for producing unique secrets
uchar bindData[32]; // Data page binding data for producing unique secrets
uchar signChlg[3]; // signature used when signing account data
uchar initSignature[20]; // challenge used when signing account data
uchar* providerName; // name of the transaction system provider
uchar* auxilliaryData; // any other pertinent information
uchar encCode; // encryption code
uchar dsl96lScompatible; // indicates that secret was padded for DS1961S

} SHACopr;

3.1 VIR AL B SR

PIGGA B AL BEES AT A BEEERD IR 2O R IR UE S PN 2R R G 88 4w Y. 28 =20 &l ik,
SR T I R SRS B LS B U5 AiButton (2 LAN114). X S0 S H AN — 5 b 2 £
AAAEPI AL PR Z5iButton I, (HIXFRAER] LU (AL R S BB D A R 2 — AR AT 4 I . J0AT—
Fofrm] (REIE HE IR 5 V22 A SO R A AE W A I S 4 mE U S Bl ) 280 W FH R v
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SHA NN ERGESH 28

/* The input data to be used for calculating the master authentication and signing
secrets. The calculation involves splitting the secret into blocks of 47 bytes
(32 bytes to the data page, 15 bytes to the scratchpad) and then performing the
SHA command Compute First Secret, followed by Compute Next Secret for each 47
byte block after the first. */

uchar inputAuthSecret[47], inputSignSecret[47]; // . . . initialize from user input

XX o X ot

/* The coprocessor */
SHACopr copr;
copr.portnum = 0;

/* Name of the account file (and file extension) to create on user tokens */
memcpy (copr.serviceFilename, “DLSM”, 4);
copr.serviceFilename[4] = 102; // extension for money files

/* The page to use for the signing secret must be page 8, because secret 0 is the
* only secret that can be used for the SHA command Sign Data Page. For a list of
* SHA commands, and what pages they can be used on, see the DS1963S datasheet. */

copr.signPageNumber = 8;

/* The authentication secret can be on any page as long as it doesn’t collide with
* the file holding coprocessor configuration information and not secret 0 */
copr.authPageNumber = 7;

/* The workspace page is the page the coprocessor will use for recreating a user’s
* unique authentication secret and it’s authentication response. */

copr.wspcPageNumber = 9;

/* The binding information is used to create the “unique” secret for each button.

bindData is written to the data page of the user token, and bindCode is written

to the scratchpad. The result of a Compute Next Secret using the system

authentication secret, the account page number, the ROM ID of the user token, the

bind data, and the bind code becomes the user’s unique authentication secret.

This is used to initialize a user token and the coprocessor must use the same

data to recreate the user token’s unique secret. */

copr.bindData = //32 bytes

copr.bindCode = //7 bytes

O R S

/* Initial signature to use when signing the certificate */
copr.initSignature = // 20 bytes of user input

/* Three byte challenge used when signing the certificate */
copr.signingChlg = // 3 bytes

ARG I ERIEA N SRR ST BB SO . i, SO A% AR GEIR RO
= BN RN RERIAE T7 IR BEAS L ZE 1 o
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/* Find the first SHA device on the 1-Wire Net */
FindNewSHA (copr.portnum, copr.devAN, FALSE) ;

/* Install the master authentication secret and the master signing secret */

InstallSystemSecretl8 (copr.portnum, copr.signPageNumber, copr.signPageNumberé&7,
inputSignSecret, 47, FALSE))

InstallSystemSecretl8 (copr.portnum, copr.authPageNumber, copr.authPageNumbers&7,
inputAuthSecret, 47, TRUE))

/* prepare the service file to write to the coprocessor */
int namelen = strlen (copr.providerName) ;

int auxlen = strlen(copr.auxilliaryData) ;

uchar* coprFile = malloc (80 + namelen + auxlen);

memcpy (coprFile, copr.serviceFilename, 5);

coprFile[5] = copr.signPageNumber;
coprFile[6] = copr.authPageNumber;
coprFile[7] = copr.wspcPageNumber;
coprFile[8] = copr.versionNumber;

memcpy (&coprFile[13], copr.bindData, 32);

memcpy (&coprFile[45], copr.bindCode, 7);

memcpy (&coprFile[52], copr.signChlg, 3);

coprFile[55] = namelen;

coprFile[56] 20; // length of the initial signature
coprFile[57] auxlen;

memcpy (&coprFile[58], copr.providerName, namelen );
memcpy (&coprFile[58+namelen], copr.initSignature, 20 );
memcpy (&coprFile[78+namelen], copr.auxilliaryData, auxlen );
coprFile[78+namelent+auxlen] = copr.encCode;
coprFile[79+namelent+auxlen] = copr.dsl96lScompatible;

/* Create FileEntry for “COPR.000” file */
FileEntry feCopr;

memcpy (feCopr .Name, “COPR”, 4);

feCopr.Ext = 0;

/* using the 1-Wire file commands in public domain kit, format the device */
int handle, maxwrite;

owFormat (copr.portnum, copr.devAN) ;

owCreateFile (copr.portnum, copr.devAN, &maxwrite, &handle, &feCopr);
owWriteFile (copr.portnum, copr.devAN, handle, coprFile, 80+namelen+auxlen) ;

3.2 WAL A A R

VI P AW . S e FHR B H IR L0 2 iButton L, DL AR ME— [ 4 fi 25
e B0 miButton 5 NI, SERREAFELL IV R R ¢ —28, DS1963SIH 17 v
AN MM )\ ANSHEE T AN ) . UE SO0 2 B A S BB 1 T
W, KRR RR L SRR S AR X g5\ T e TIN5 A5 SO ) A I 1%t A 2 2 1
Y H, 1-Wire SCEFAPUFAS SRVFAF SO R 3% BURS IR B0 I o B dF (M I M 45 SO —A
M TR TR R BRI PR B IO R 4 . B, 4 101 A1 102 w2 SO R B 1R, an s
HHY R4 101 A 102 1 3CHF, A54GSO b 20t 5 3 B A 5 IR BB 1 i b (3 00
AN114), — P o7 Zat A 1-Wire XCEAPIR A — A2 IR H s SR BiE 1, iE B gar
—ME YT H XA R A S S AL ARG, SR 1A H SRR DU T B 2 K 0 B Y Y e 3
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/* For DS1963S user tokens */

SHAUser user;

user.portnum = 0;

FindNewSHA (user.portnum, user.devAN, FALSE) ;

/* Install the authentication secret and write a signed certificate to the device */
InstallServiceData (copr, user, inputAuthSecret, 47);

PR 31 U] BB A T S B BP0 4 L, L T B A A T LA 2 PP 4 o —
s 4.

7£ DS1963S F &M L& K 31

/* Create the empty file on the user token */

FileEntry fe;

memcpy (fe.Name, copr.serviceFilename, 4);

fe.Ext = copr.serviceFilename[4];

owFormat (user.portnum, user.devAN)) ;

owCreateFile (user.portnum, user.devAN, &maxwrite, &handle, &fe));
owCloseFile (user.portnum, user.devAN, handle) ;

/* File must be created first, so we can get the page number */
user.accountPageNumber = fe.Spage;

/* Install the master authentication secret, same as on the coprocessor */
installSystemSecretl8 (user.accountPageNumber, inputAuthSecret,
user.accountPageNumbers&7) ;

/* format the bind code properly, for format see AN157 */
uchar fullBindCode[1l5];

memcpy (fullBindCode, copr.bindCode, 4) ;

fullBindCode[4] = (uchar)user.accountPageNumber;

memcpy (&fullBindCode[5] , user.devAN, 7);

memcpy (&fullBindCode[12], & (copr.bindCode[4]), 3);

/* create the unique secret for iButton */

BindSecretToiButtonl8 (user.portnum, user.accountPageNumber,
user.accountPageNumber&7,
copr.bindData, fullBindCode, TRUE) ;

WILEACH 7 4 R B I — 0 2 300K HUE P 5 NAFfE SCHER B . ZE P — AR TR EHE4
FIET . R EE LA, AT 20 A7 0] DU RAAB AT AT e 75 BB 0 5 T
JIA MR B . T DS1961S/DS2432 W 75 BANIE SHEAE I, AT PE .
ANEREFEA, WEPIR AR FAEE . B 32 Bl T iR AN151 T BT s & e S b k%
Ko
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/* eCertificate, see format in AN151 */
uchar acctbata[32];

acctbhData[0]
acctData[l]

29; // file length
0x01; // data type code or algorithm (0x01 dynamic eCash)

memcpy (acctData, copr.initSignature, 20); // Initial Signature

acctData[22] = 0x8B; acctData[23] = 0x48; // Conversion factor (IS04217)
acctData[24] = OxE8; acctData[25] = 0x03; acctData[26] = 0; // Account Balance ($10)
acctData[27] = 0; acctData[28] = 0; // TransactionID

acctData[29] = 0x00; // file continuation pointer

acctData[30] = 0x00; accountData[31] = 0x00; // ~CRC16

WML FER A Sign Data (25448 v & v LU AEIE B2 4 . 1zdn e U DI AL & . o2
A I T XA, XA TSR B R S SO (i 32 BTl IRER), e S 2
PAFR IR T R AAAAEAE A B B A7 3 1 (S IR PSR 1) “ 27487 )
FEas P IR — NS ECE SN S RO BN 1, RO TR B R 5 N 5 A2
A A U BTRS, Z TCRRAF AR IR 55 3CF . Bl R 56 A7 ] A il (64 £2 ROM ID i %
CRC8 15ty i — AN SHUL WAL BEES AR A IS 7= R ¥ 3 N T i) 719

AP AL KBNS E S K33

uchar signScratchpad[32];
int wcc;

/* need to get the value of the write-cycle counter. */
user.writeCycleCounter = ReadAuthPageSHA1l8 (user.portnum, user.accountPageNumber,

user.accountFile.raw, NULL,TRUE) ;

/* and increment it since we are about to write to the device */
int wcc = user->writeCycleCounter + 1;

/* assign the wcc to the coprocessor’s “signing” scratchpad */

signScratchpad[8] = (wcc&0xO0ff) ;

signScratchpad[9] = ((wcc>>=8)&0x0£ff) ;
signScratchpad[10] = ((wcc>>=8) &0x0£ff) ;
signScratchpad[11l] = ((wcc>>=8) &0x0ff) ;

/* get the page number of the account file and ROM ID of the user token */
signScratchpad[12] = (byte)user.accountPageNumber;
System.arraycopy (owcl8.getAddress () ,0,signScratchpad, 13, 7);

/* get the signing challenge */
System.arraycopy (signingChlg, 0, signScratchpad, 20, 3);
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/* sign the data with the coprocessor and set the value of certificate signature */
CreateDataSignature (copr, user->accountFile.raw, signScratchpad,
user->accountFile.file.signature, TRUE) ;

B 34 Bros (R S5 T ikl LA 53 18 ) LA i ZE K T SE DB 28 44 AR Z D ik 1 35 U] 177 AR 4L
A LR .

i F SHA18 AR5k 1 b 2% (0 25 42 B 35

int addr = copr.signPageNumber<<5; // physical address of the page
uchar buffer[32];

/* write the account data to the signing page of the coprocessor */
WriteDataPageSHALlS8 (copr.portnum, copr.signPageNumber, user.accountFile.raw, FALSE) ;

/* write the signScratchpad to the scratchpad of the coprocessor */
WriteScratchpadSHA18 (copr.portnum, addr, signScratchpad, 32, TRUE) ;

/* sign the data and read the signature*/
SHAFunctionl8 (copr.portnum, SHA SIGN DATA PAGE, addr, TRUE);
ReadScratchpadSHA18 (copr.portnum, 0, 0, buffer, TRUE) ;

/* place the resulting signature in the certificate */
System.arraycopy (user.accountFile.signature, &buffer[8], 20) ;

SR H S5 3B o (R Bt Je A1 20K H SO, RSP IR R AR SR S a1 P71
[f] CRC16 £5ufith. I< 41 1-Wire UPFET I LRI ROCIFRITEAN IR 7] 225 AN114.

4 1-Wire XNk & j5 ) CRC16 | 36

/* calculate the inverted CRCl6 */
setcrclé (user.portnum, user.accountPageNumber) ;
for (1 = 0; 1 < 30; i++)
crcl6é = docrclé6 (user.portnum,user.accountFile.raw[i]) ;
crcl6é = ~crclé6;

/* now the file is ready to be written */
user.accountFile.file.crcl6[0] = (uchar)crclé6;
user.accountFile.file.crcl6[1] = (uchar) (crclé6>>8) ;

LUK H S 2] DS1963S ™ 4 R EUE SUR AR R 0 1. AT ARG 2RI — D R US — T8
i, BRI SEEr BBk H 8 S 2 A B as T BT A

33 KR4

IOAE P A D e B — AR SO N2 T 2. 15, AIHPMEEZE R =4 3 AN AT BENLEL
JA TS s AR JEIXANE SR 5 AN SR AE 43 M, & i Read Authenticated Page (1324551 11) iy
(S W DS1963S HHl TR . IR IR [FIA7 il DO A EB N 2%, Bl S 2 001 5 IV s i A e 3%
FHAE M S IREOT AR . DS1963S H P 2B A7 284 & 20 N1 SHA 4558, Hrp
BFE: FHPME—I S s uchd . B P AR A5 FIBEN LT . AR S P A B A —
MK P IR AR BIXAS SHA 2558, DA FH P 2 HLZ R SE A RO i
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/* Verify user tokens authentication response, same for signed and unsigned */
VerifyUser (copr, user, TRUE);

WUl I RER AT 2 A4 RITERE A4 A Sy Kbt —FE) . WAL, el EAA ] SHAIB.C #bk4
oL D R . 18] 38 KA R IR AE AT S SRIEAT I Btk (R AS SIS AR TE il 22 4 o

fFH SHAIB.C S e 4 & 38

uchar chlg[3]; // random challenge bytes
/* Use coprocessor to generate a random challenge */
CreateChallenge (copr, copr.signPageNumber, chlg, 0);

/* issue challenge to user getting back the account data, response MAC, and the
* value of the write-cycle counter */
AnswerChallenge (user, chlg);

/* use coprocessor to verify the authentication response */
VerifyAuthResponse (copr, user, chlg, TRUE) ;

39 R T WA FH J5 A2 BE(SHAT8.C) 7 A B AL
5 U b B2 7= A BEALEUR BTRS. [ 39

uchar scratchpad[32]; // temporary buffer
uchar chlg[3];

/* Use the coprocessor to generate the challenge, page number is irrelevant but a
* highly used page will generate a more random (less repeating) number */

EraseScratchpadSHA18 (copr.portnum, 0, FALSE) ;

SHAFunctionl8 (copr.portnum, SHA COMPUTE CHALLENGE, copr.signPageNumber<<5, TRUE) ;

ReadScratchpadSHA18 (copr.portnum, 0, 0, scratchpad, TRUE) ;

/* copy the challenge bytes into challenge buffer */
memcpy (chlg, &scratchpad[20], 3);

AT T 39 s PRI, PRGBS R ARG P AR T S T 20 N IISHATH LA AL, RG]
8 . AR =AW el E A s, WURORRE SR A A A R a5 s 22 PR PEER )
AR5 20 2] 22 MR ICAEORAE SO A, EAT19H T Read Authenticated Page (13245 1iF
o M ZAMRFIR I 1 LG i 78 LUS 8 50 S [ 2] Ak 235
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int acctAddr = user.accountPageNumber<<5; //physical address of account file
uchar scratchpad[32];
memcpy (&scratchpad[20], chlg, 3);

/* Write the challenge to the scratchpad of the user token */
EraseScratchpadSHAl18 (user.portnum, acctAddr, FALSE) ;
WriteScratchpadSHA18 (user.portnum, acctAddr, scratchpad, 32, TRUE) ;

/* perform authenticated read to get the page data and the resulting MAC */
user.writeCycleCounter =
ReadAuthPageSHA18 (user.portnum,
user.accountPageNumber,
user.accountFile.raw,
user.responseMAC, TRUE) ;

M2 5 IR MAC G BESERAID) 5, DA BESS L EN S HEATIAIE . O TS Em N, 7E Pt
AR TAE X B P rh B ] e — 25, M an ik H Bl 25 TAR X 3 91254

KAEAUERT Y. 5] 41

int wcc = user.writeCycleCounter;

/* Bind DS1963S user token’s unique secret to coprocessor */
uchar fullBindCode[1l5];

/* Get the 7-byte binding code
memcpy (fullBindCode, copr.bindCode, 4);
memcpy (&fullBindCode[12], &copr.bindCode[4], 3);

/* get the page number of the account file and 7 bytes of the ROM ID */
fullBindCode[4] = user.accountPageNumber;
memcpy (&fullBindCode[5] , user.devAN, 7);

/* recreate user token’s unique secret in workspace secret*/
BindSecretToiButtonl8 (copr.authPageNumber, copr.bindData, fullBindCode,
copr .wspcPageNumber) ;

/* the scratchpad of the coprocessor now needs the user’s ROM ID and page number,
* In addition to the challenge bytes used and the write-cycle counter. */

memcpy (&scratchpad[12], fullBindCode[4], 8);

memcpy (&scratchpad[20], chlg, 3);

scratchpad[8] = (wcc&0xO0ff) ;

scratchpad[9] = ((wcc>>=8)&0x0£f) ;
scratchpad[10] = ((wcc>>=8) &0x0£ff) ;
scratchpad[11l] = ((wcc>>=8)&0x0ff) ;

/* write to the coprocessor and validate */

int wspcAddr = copr.wspcPageNumber<<5; //physical address of wspc page
WriteDataPageSHA18 (copr.portnum, copr.wspcPageNumber, user.accountFile.raw, FALSE) ;
WriteScratchpadSHA18 (copr.portnum, wspcAddr, scratchpad, 32, TRUE) ;

SHAFunctionl8 (copr.portnum, SHA VALIDATE DATA PAGE, wspcAddr, TRUE) ;

if ( MatchScratchpadSHA18 (copr.portnum, user.responseMAC, TRUE) )
printf ("DS1963S Authentication Successful!”);
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/* Verify user tokens data, including verifying the data signature */
VerifyData (&copr, &user);
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/* verify the user’s account balance is ‘legal’ */

int balance = (user.accountFile.file.balance[26] &0x0£ff) ;
balance = (balance << 8) | (user.accountFile.file.balance[25]&0x0£ff) ;
balance = (balance << 8) | (user.accountFile.file.balance[24]&0x0ff) ;

/* MAX BALANCE, MIN BALANCE are constant integers */
if ( balance>MAX BALANCE )

printf (“Too Much Money!”) ;
else if( balance<MIN BALANCE )

printf ("Not enough money to perform transaction!”);
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int signAddr = copr.signPageNumber<<5; // physical address of signing page
int wcc = user.writeCycleCounter;
uchar scratchpad[32];

/* save the data signature */
uchar dataSignature[20];
memcpy (dataSignature, user.accountFile.file.signature, 20);

/* clear out the old signature and CRC 16 */

memcpy (user.accountFile.file.signature, copr.initSignature, 20);
user.accountFile.file.crcl6[0] 0x00;
user.accountFile.file.crcl6[1] 0x00;

/* assign the wcc to coprocessor’s “signing” scratchpad (DS1961S wcc=0xFFFFFFFF) */

scratchpad[8] = (wcc&0xO0ff) ;

scratchpad[9] = ((wcc>>=8)&0x0ff) ;
scratchpad[10] = ((wcc>>=8) &0x0£ff) ;
scratchpad[1l1l] = ((wcc>>=8) &0x0£ff) ;

/* setup the rest of the “signing” scratchpad */
scratchpad[12] = user.accountPageNum;

memcpy (&scratchpad[13], user.devAN, 7);

memcpy (&scratchpad[20], copr.signChlg, 3);

owSerialNum (copr.portnum, copr.devAN, FALSE) ;

/* write the user’s account page to the coprocessor */

WriteDataPageSHA18 (copr.portnum, copr.signPageNumber, user.accountFile.raw, FALSE) ;
/* write the signing scratchpad */

WriteScratchpadSHA18 (copr.portnum, signAddr, scratchpad, 0, 0, TRUE) ;

/* create the signature */

SHAFunctionl8 (copr.portnum, SHA SIGN DATA PAGE, signAddr, TRUE) ;

/* match the signature generated by the coprocessor with the user token’s MAC */
if (MatchScratchpadSHA18 (copr.portnum, dataSignature, TRUE) )
printf (“Certificate verification Successful!”) ;
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/* Update user token after subtracting 50 cents, with a signed certificate.
* verify that the user token was updated with another read authenticated page. */
ExecuteTransaction(copr, user, 50, TRUE) ;
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