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Cell
RF Manager and Wireless
Battery Manager Signal

Automotive Industry’s
First Wireless Battery
Management System for
Electric Vehicles
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> ISO/SAE 21434 Published Aug. 2021
» Supersedes SAE J-3061(Cybersecurity Best Practices)
> Four Levels of Cybersecurity Assurance Level (CAL)

Audits and
Assessments

Incident Response

Vulnerability
Management

What to Expect at CAL 4

v Full Sy Threat A and Risk Analy

v Rig Design and D: of Security Mitigations

v Methodical Testing of Archi e Through Simulation and Pr yp

v Extensive Fuzz Testing for Integration Verification and Vulnerability Scanning
v Evidence of Structural Coverage of SW at Unit Testing and Architectural Levels
v Penetration Testing Assuming Higher Attacker Expertise, Knowledge, and/or Resources
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wBMS Security Objectives
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Availability
No Service Denial or Degradation

Integrity
Protect Data/Code from Unauthorized Modification

Confidentiality
Protect Secrets from Unauthorized Viewing

Isolation
Prevent Misuse of Privilege Level
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